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Abstract construct the basic building block of this infrastructure: A

server extensible by individual users. We aim to derive a
This paper presents the idea of a proactive and exten-general structure for this type of servers.
sible pervasive computing infrastructure. It supports its  The rest of this paper is organized as follows. Section 2
users by filtering and pushing highly personalized context- presents the WAIF project motivating this research. The
aware information. We have derived a general structure general structure we have derived for the pervasive infras-
that describes a virtual computer extensible at run-time by tructure is presented in section 3. The rationale for our
user-defined information filters. Individual users may pro- structure is discussed in section 4. Related work is pre-
gram the structure using an expressive event-based filtersented in section 5, and the paper is concluded in section 6.
programming model. In addition, the structure implements
general design principles of push-based communication, by  \n/ide Area Information Filtering
supporting both server-level and application-level extensi-
bility. WAIF (Wide Area Information Filtering [11]) builds on
over 10 years of experience with experimental mobile agent
systems [10, 12]. Our TACOMA system was the first mo-
1 Introduction bile agent system ever supporting agents written in almost
any language. An important lesson we learned, is that this
Pervasive computing is based on an integrated envi-technology is very suitable for installing software compo-
ronment saturated seamlessly with computers, sensors andents at run-time by single-hop mobile agents. Hence, we
communication facilities. A typical user is moving about can structure servers with a static part exporting a service
with his handheld or wearable computing device interact- API to extensions, and a dynamic part consisting of user
ing with this environment. In this scenario, services related extensions using this API (mobile agents used as dynamic
to communication and information access become essential\WWeb services).
As the user walks about, he wants the pervasive infrastruc- This concept was used to move computations close to
ture topushhis communications (e.g. emails, phone-calls data sources like, for instance, moving a filter agent imple-
and news feeds) to a suitable device. For this reason, wemented in C and with a size of a few Kbytes, to a satellite
suggest a proactive pervasive computing infrastructure thatdata store containing Terabytes of data. Another applica-
pusheshighly personalized and context-aware information tion was a distributed sensor network, where we extended
to its mobile users. servers [8, 9] with small alert agents [7]. These filters parsed
To accommodate this proactive and highly personalized a continuous stream of weather and environment data close
environment, our infrastructure extensibleby individual to the loggers in the Arctic, and alerted remote users based
users. This means that a single user may up-load and deplogn highly personalized user predicates. The radioactivity
personal software (instructions) on extensible servers. Anlevel close to the Russian border was one important param-
informationfilter is the unit of extensibility, a filter being  eter to monitor for this StormCast system, extreme Arctic
a small executable program. Information filters explicitly low pressures moving in from the Arctic sea another.
express the information interests of a userwitet infor- In WAIF, we focus on how the next generation perva-
mation a user wants anwdhenhe wants it delivered. sive Internet can be made programmable and extensible
ThIS. proactive and hlghly perso_nahzed peryaswe com- IWAIF is a joint project between University of Tromsg, Cornell Uni-
puting infrastructure requires solutions to a wide range of yersity, and UC San Dieganttp://waif.cs.uit.no/
problems. The problem we address in this paper, is how toFunded by Norwegian Research Council (IKT-2010 Program).




with personalized, mobile software. We conjecture that (F). The server-part of the structure hosts the execution of
the Web’s next paradigm shift will include a much more these filters. In addition, it exports an API to running filters,
proactive computing model. This will transform a passive including three generic services. First, filters may receive
Web being searched by users, to information and servicemessages published by the server, atlthebuffer. Sec-
providers searching actively for users. Our goal is to re- ond, theSTOREAPI allows filters to read or write persistent
place the old, time-consuming pull-based Internet, with a data. Third, filters may push information externally, using
pervasive, push-based one delivering high-precision, con-the PUSH primitive.

text sensitive information in a timely manner. Hence, we

attempt to structure future generation distributed systems so e
that we get computers (and spam) as much as possible out SERVER DATA
of the (visible) human loop.

. The mfrastructgre we build for this prqactlve Web ser- APPLICATION T
vice environment is extremely asymmetric. On the tradi- IN
tional server side is an integrated environment with comput- @
ers, sensors and communication facilities. A typical client @ @
is a user moving about with his handheld or wearable com-
puting devices interacting with this environment. This im- JL
plies that the user environments should be moved along the
trajectory of the user. The first WAIF prototypes support
task mobility, user environments (i.e. desktops) transpar- Figure 1. A template for the general structure.
ently moving along the trajectory of the user. If required
software is missing at a server, a server can, for instance,
up-load and rent this from trusted third-party software ven- i .
dors. 3.2 Filter Programming Model

It is important to notice that a typical WAIF user is not
a computer expert. As such, a user is configuring his envi-  Filters describe the information interests of end users.
ronment with extensions written by somebody else. We useAn important goal of our structure is hence that filters are
a multi-tier architecture approach, with the end user being €asily specified. At the same time, users also need unlim-
a computer novice. Simultaneously, he is capable of in- ited expressiveness to specify their interests accurately. We
stalling software components in the pervasive infrastructure@dvocate a solution, where filter programmers express in-
by explicit and implicit actions. These actions, including a terests using traditional programming language constructs.
user entering a room or logging in to a computer, map down A high level programming language may be both easy-to-
to directories of software components that can be used. Inuse and expressive. As a consequence, we say that users
this paper, we focus on aspects related to writing these comprogramtheir interests, i.e. their information filters.
ponents and how to provide an infrastructure for running
them. 3.2.1 Programming Filters

In our structure, a filter is defined to be an expression of
user-defined, finite functionality. Figure 2 illustrates a
simple filter example, implemented by a Python function.
This section presents the general structure derived forThe filter executes on incoming messages (published by the

computers in a proactive pervasive computing infrastruc- server), and implements user interests by pushing only mes-
ture. The structure describes a virtual computer, extensiblesages of a certain type.

at run-time by user-defined information filters. Such filters

may (occasionally) push relevant information back to their def filter (IN): # IN message

users. if IN['type’]l == ’'sport”
PUSH(IN) # PUSH to me

3 Structure

3.1 Application-level Extensibility

A template for an extensible server, based on our expe- Figure 2. A simple filter example.
rience with TACOMA, is illustrated in Figure 1. The tem-
plate has two main partSERVERNAAPPLICATION The
structure supports application level extensibility, by allow-
ing individual users to install personal information filters 2Bounded execution time.

The body of a filter contains user-defined logic, ex-
pressed in a high level programming language. Hence, a




filter may read and write variables in memory, and use ba- allowing repeated execution of a filtér.
sic primitives for selection and iteration. It may evenuse ad-  IN events bind the execution of a filter to the arrival of
vanced programming abstractions like e.g. object-orientedan incoming message. IN events are expressed by naming
techniques to express its logic. In addition, many of the li- a message channel. The filter in Figure 2 is bound to an IN
braries provided by the programming language may also beevent.
accessible for the filter programmer. Binding a filter to a condition event causes the filter to be

Three types of services are made accessible for runningexecuted when a given condition becomes true. The condi-
filters; incoming messages, persistent storage and a pushtion may be an expression based on persistent state. The
primitive. An incoming message (published by the server) server implements an event service that supports the defini-
is passed as a parameter by the server, to a filter. As thdion and evaluation of such conditions.
filter executes, it may reference the message like a function .

) ; # Delay all news, except during lunch.
references its parameter. Messages may, for instance, b% . ) i
ef filter0 (news_item):

stored, altered or pushed (to the user). t = Time() -

Filters are _provided_access_ to persistent storage by the start_lunch = Time('1200")
S_TOREAPI. Flgl_Jre 3 gives a simple example of this. P_er- end_lunch = Time('1230))
sistent storage is useful for a number of reasons. A filter
may crawl or anqu_ze it, and pu;h interesting results back PUSH(news_item) # to me
to its user. Also, if filters have write access to storage, they else:
can store their own history and make later demsm_ms_based STORE.add(news_item,"/delay’)
on that. Shared storage may be used to communication be-
tween flllters. The server Qe0|des what storage resources arg pysh delayed news at noon.
accessible for filters. For instance, the server can grant priv-gas fijter1 (time):

if start_lunch<t and t<end_lunch:

lleges on a per-user basis. news_items = STORE.read(/delay’)
The overall idea of th@USHmechanism, is to allow fil- STORE.delete_all('/delay’)

ters to push information directly to their users. On a lower for news item in news items:

level of abstraction, this implies that messages should be PUS_H(news_item) # to me

pushed to a computer in the user proximity. Alternatively,

intermediate filter servers may be available for further fil- # Bind filters to events

tering and forwarding of the pushed information. As il- filter0.type = 'IN’

lustrated in Figure 2, no destination URL is indicated for fijter0.channel = 'newschannel’

pushed information. This is because the destination is al-fiiter1.type = T’

ways the owner of the filter, be it an intermediate filter fjiter1.time = Time('1200)

server, or the handheld device of a user. The identity of

the filter owner is recorded during installation.
Figure 3. Two filters that collectively form a
delay application.

3.2.2 Programming Events

Users want to expreswhat information they want, and The filter programming example in Figure 3 illustrates
whenthey want it. We approach this by suggesting a fil- the use of these event types, and also how multiple filters
ter execution model where user-defined events trigger themay collaboratively form filter applications. If a user sub-
execution of user-defined filters. Users expmhstinfor- scribes to a news channel, but wants to receive news updates
mation they want with dilter programming languageIn only during his lunch break, this delay application will solve
addition they expreswhenthey want this information, us-  his problem. Two naive filter implementations are given, to
ing anevent programming languag@he general structure illustrate the basic structure. One filter is bound to an IN
implements a simple event programming language, whereevent, and the other is bound to a T event. Together they
user-defined events may be constructed from three generidorm a filter application that delays news items until noon.
server events. They are time events (T), incoming message he IN-filter executes every time a message arrives on the
events (IN), and condition events (C). news channel. If the message arrives before lunch, or after,
Time events bind the execution of a filter to a specific the message is stored temporarily. If not, it is pushed to the
moment in ime. Time events are expressions of time, (e.g. SFunctionality that runs continuously is problematic since filters are

t::12.09) 3:nd they are published by the Senver When this required to be finite. Such functionality may instead be represented as a
expression is true. Time event may also be periodic, therebyfinite filter repeated an infinite number of times.




user. The Tfilter is responsible for pushing delayed news 3.3 Server-level Extensibility
items as the lunch break commences. It does so by bind-

ing to a time event. When it executes, it pushes all delayed The server-part is hosting the execution of application-
messages and resets the delay folder. part filters, providing them with run-time resources. It can
The filters are implemented in Python. A Python function is also be a content provider that publishes valuable informa-
used as a container for the filter logic. Two attributes are as-tion to application-part filters. The server may do so by
signed to these filter functions. Thypeattribute states the  pushing messages to the IN buffer of application-part fil-
filter type, in this case IN or T. In addition, a naive event pro- ters. Alternatively, messages may be stored persistently and
gramming language allow us to define the triggering eventsmade publicly accessible. In addition to publishing and
by attaching an event expression. The IN-filter is triggered storing, server functionality may need to receive messages
only if the incoming message arrives on a specific channel,from external sources. These messages may, for instance,
and the T-filter is triggered only at a specific moment in be republished to application-part filters. For these reasons,
time. the server-part functionality needs an IN buffelSAORE

API and aPUSH primitive, just like application-part func-
tionality. Also, the server administrator may need to extend
server functionality, so that new services can be added to
A highly extensible filter programming model requires fil- the server.

ters to be installed and uninstalled easily at run-time. A  This observation suggests that the filter programming
suitable filter execution model is essential for achieving this model defined above is applicable also for the server-part
goal. Inspired by the event-based programming model dis-of the structure. This idea is illustrated in Figure 5. The
cussed above, we suggest a filter execution model where alPUSH primitive is used by the server to publish informa-
related filters are executed in a single virtual thread. Thetion to application-part filters. An important implication of
single thread subscribes to the event sequence provided bshis is that publish-subscribe matching now happens inter-
the server. Whenever an event occurs, the thread loads andally in the structure.

executes all filters bound to that event, passing the event The completed general structure describes a virtual com-
itself as input. The execution of filters is hence virtually se- puter extensible at run-time with both server level and ap-
quenced. Installing and uninstalling filters using this exe- plication level filters.

cution model become trivial. Installing a filter involves two -

simple steps. First, the filter logic is added to the collec- o

tion of filters already present. Then, a mapping is created in D

the server between the event and the filter. This mapping is JL

used by the server to execute the filter when the event oc- SYSTEM ~—]

3.2.3 Filter Execution Model

IN

DATA
curs. Uninstall is the inverse action, including removal of STORE ==
the event-filter mapping and the filter logic. @

To summarize, the filter execution environment of our PUSH

structure allows a collection of filters triggered by T, IN APPLICATION %

and C events to form user-defined filter applications. In ®

addition, this filter application is extensible at run-time by STORE ==
adding or removing filters from the collection. This im- PUSH L

provement to the structure is illustrated in Figure 4.
[m]
[m]

SERVER —
DATA
1 Figure 5. The completed general structure.
APPLICATION IN
@ STORE == H
® © 3.4 Implementation
PUSH S—

We have implemented a prototype filter-server based on
the general structure. The filter-server is implemented in
Python. The structure allows filters, like those defined in
Figure 3, to be installed and executed.

A Python function works as a container for filter logic.
4This is one reason why filters are required to be finite. The server executes a filter by invoking this function with

Figure 4. T, IN and C filters added to structure.




the triggering event as parameter. The name of the function3.5 Applicability

is not important for filter execution, but is used under instal-

lation to store the filter persistently. The name is requiredto  This section discusses two example applications using

uninstall the filter at a later time. the general structure. The two examples represent an infor-

mation source and an information sink. For this reason, they

The implementation currently supports filters to be trig- are typical examples of relevant applications in a pervasive

gered by T events and IN events. T events allow filter execu-computing environment. The information source isCm

tion to be bound to a specific momentin time. Currently, the |jne Newspaperand the sink is what we call Bersonal

event programming language is simplistic. The moment in Filesystem

time is given as a string, like e.4)8.00’. Periodic T events Figure 6 illustrates the following scenario. A journal-

are supported by providing an interval length in seconds. jg¢ publishes news items by updating web-pages locally at

Filters triggered by IN events are executed as messages aknhe server of an online newspaper. The server then pushes

rives. An IN event is defined by naming a message channeknese news items to readers that find them relevant. At the

as a string. A message channel is essentially a descriptionyther end, the personal filesystem shields the reader from

of what message type the filter expects. Filter functions aréspam and information overload by interrupting and filter-

bound to a triggering event simply by assigning the event to jng of incoming pushes. Both the online newspaper and the

a function attribute. personal filesystem are modelled using our general structure

. o L , for push-based servers.
A filter is installed by enclosing it in an install mes-

sage, and pushing that message to the IN buffer of the filter- JOURNALIST READER
server. Server functionality will then store the filter per-

sistently, and create a server mapping between the trigger- ﬁ ﬁ
ing event and the stored filter. This mapping is used by the

server to decide which filters should be executed, given the l T
occurrence of a server event.

ONLINE PERSONAL
The overall functionality of the server is to monitor @ NEWSPAPER @ FILESYSTEM
server events and map them to filter execution. A single *
thread implements this in an infinite loop. Periodically, it
checks for incoming messages and matches T events with
the server time. If messages have arrived at the IN buffer,
a mapping (updated under installation) between IN events
and filters is used to schedule the appropriate filters for ex- Figure 6. An Online newspaper pushes news
ecution. A message copy is given to each filter as a param-  jtems to a reader.
eter. Similarly, if a T event matches the server time, the
mapping between T events and filters is used to load and
execute these filters sequentially. If a filter is periodic, the
new execution time is computed by the server, and a newz 5 1  QOnline Newspaper
T event is created and bound to the filter. References to a
simple storage API and a push mechanism are imported intdOnline newspapers are a simple example of a back-end ser-
the address space of executing filters. vice in a pervasive computing infrastructure. News arti-
cles are published continuously 24/7, and readers typically
This early prototype has a few notable limitations. Al- navigate or search the content through a public Web inter-
though programming and installation of simple filters is face. Although online newspapers provide valuable services
easy, difficulties arise when more complex filter applica- on the Web, the limitations of the pull-based interaction
tions are considered. For instance, if the user wants to buildscheme is evident. Readers waiting for news must poll for
a complex pipe of filters (each filter is triggered by the out- updates, and the newspaper can only serve its customer dur-
put of the previous filter) this is possible in our implementa- ing that short second between the request and the reply. This
tion, but not easy. The next version of the filter server under motivates the construction of a push-based online newspa-
development targets better abstractions for building com-per. Readers want to specify accurateligat news items
plex filter networks. In addition, a more expressive event they want, andvhenthese news items should be pushed.
programming language is being developed, C events musfThis is suggests applicability of our general structure.
be supported, the storage APl much be richer, and better Adopting the general structure leads to the following de-
security must be provided. scription of an online newspaper. The server-level function-

INTERNET



ality publishes news items on different channels (e.g. sport,incoming messages, in specific folders, in order to maintain
politics). Readers may then extend application-level func- the organization of hihomedirectory. Important informa-
tionality with highly personalized information filters. For tion should immediately be presented for the user. In the
instance, a given reader may find it amusing to push all newsgeneral case, the user is operating a mobile computing de-
items containing his first name. In addition, users may de- vice. Pushing information to this device is possible if the
lay the push of news items until an appropriate time, (e.g. device has installed a filter on the personal filesystem. If
lunch break). A helpful newspaper documents its services,that is the case, the server-part of the personal filesystem
and possibly also provide filter templates. simply republishes messages to application-part filters.

The pull-based services of the online newspaper may
also be extended and personalized. This is possible if serveyy  Discussion
functionality republishes incoming requests to application-
part filters. A single user may then extend the functionality
invoked by the request. This way, personalization of pull-
based services is also attainable.

This section discusses the rationale behind the design of
the general structure described in section 3.

4.1 Filter Programming Model
3.5.2 Personal Filesystem

If end users are to program the pervasive computing in-

INCOMING frastructure, then the programming model must allow them

l MESSAGES to express their interests in a way natural to them. Our

! event-based approach is inspired by how people typically

PERSONAL C‘) o express their real-life desires. For example, the following

FILESYSTEM 1 three instructions might be relevant for a given user to in-
O

stall in his pervasive environment.

e “When | wake up, push me the latest headlines from

LAST JUMP New York Times”.

HANDHELD

e “When i receive a call, then mute my mp3 player”.
DEVICE

e “When the number of unread emails from Bob exceeds
5, push an alert”.

Figure 7. Last jump, from personal filesystem These examples illustrate that people naturally bind real-life
to handheld device. events yhen) to real-life activity (vhaf), as they describe
desires. Motivated by this observation, our filter program-
ming model allows users to program the infrastructure by
In a proactive pervasive computing infrastructure, back- pinding user-defined events to user-defined filters. Hence,
end services push information to thin computing devices in | ,ggrsg may expresshat information they want anavhen

of information overload is worsened for the user. Even if he tjgn filters.

does not receive any spam, he still has to decide what to
do with the received information. It is crucial that the over-
head with pull-based interaction is not simply transformed
to information overload. The personal filesystem solves this A high level of expressiveness is required for the pro-
problem by automating the receipt and storage of pushedgramming of a highly personalized filter environment. We
messages. Only the most important messages should bapproach this by suggesting that both events and filters
pushed on to the user. This implies that the user must specare programmable using traditional programming language
ify accuratelywhatinformation is importantwhenit is im- constructs.
portant, anchow the personal filesystem should deal with Defining a filter programming language is not that dif-
messages of lesser importance. Again, this suggests applificult. A minimalistic language need only be able to ma-
cability of our general structure. nipulate data, use 8TOREAPI, and aPUSH mechanism.
Figure 7 illustrates the following description of a per- Most languages are, but high level languages are preferable
sonal filesystem. The server-part functionality filters in- because they are easier to use.
coming messages. This may include spam-filtering or au- The definition of an event programming language is
tomated archiving. For instance, a user may want to storemore challenging. Users may, for instance, need to describe

4.1.1 Expressiveness



real-life events (e.g."When | wake up’) to fully express update them independently. This way, a large filter applica-
their desires. Our approach is to define a set of generic evention can be built from many single-event filters. The prob-
types, T, IN, and C events. Users may program personalizedem with this solution, is that splitting logic often introduces
events by specializing or combining these basic event typesdependencies. For instance, the execution of one filter may
Programming with these event types need not be diffi- rely on some variable produced or updated by another filter.
cult. For example, the three real-life events from the above Solving this problem implies implementing communication
example may easily be expressed by T, IN or C events. Thebetween filters.
“When | wake up”event may for instance be approximated
by a 7.am T event. If we assume that communication by M &) 3)
phone is an integral part of the pervasive infrastructure, then @ @
the “When | receive a call”event is simply an IN event
bound to the appropriate message channel. The third event,
“When the number of unread emails from Bob exceeds 5” DATA
may be expressed as a C event, where the evaluated condi- POLL
tion is an expression over the emails in the inbox.
The expressiveness of the event programming language @

PIPE

depends not only on the three basic event types. Especially,
sensor inputs from the user environment may be very useful,
when it comes to defining real-life events. For instance, the IN event T event Cevent
implementation of theWhen | wake up”event might be
improved if sensors from the bedroom (e.g. light switch
or bedroom door) are taken into account. If sensors push
their signals as messages to the IN buffer, sensor input is
available using IN events.

The simplicity of this event-based programming model 11 ee different ways of communicating a message-

does not come without & cost. For instance, users may Unyyeen two filters (F1) and (F2) (executing at different points
knowingly install filters that conflict with existing function- ;, time), are illustrated by Figure 8. First, if real-time per-
ality. A consequence of the simple 'programming model, is tgrmance is required, F1 ma§IPE the message through

that the structure must be responsible for correct SeqUENCiemory (thereby forcing the execution of filter F2 directly

i_ng, prioritization and_cqnﬂict r_esolut_ion. This may be dif'_ after F1). Alternatively, the message may be communicated
ficult, hence an optimistic solution might be more appropri- 5 shared persistent storage, i.e. filter F1 writes the mes-

a_te. If the.structure can detect c_:o.n_flicts and gmbiguities assage toSTORE Filter F2 may access this message in two
filters are installed, the responsibility for solving them can

; ways. Either F2 mayOLL for the arrival ofm, or the sys-
be given to the user. tem notifies F2 whem has arrived. In the first case, F2
invokes theGET method of theSTOREAPI repeatedly (un-
4.1.2 Extensibility til m arrives andGET returns successfully). In the second
caseGET need only be invoked once.

Extensibility and adaptability of user-defined functionality An interesting observation is that the three ways to do fil-
at run-time, is important for several reasons. For example,ter communication correspond directly to the three generic
user mobility implies that functionality must be relocated or event types defined by the structure. AI®’E a message to
reconfigured dynamically. In addition, the user may change F2, implies that F2 must be triggered by an IN event. If F2 is
his information interests or context frequently. triggered by a periodic T event, it m&OLL for the arrival

Our event-based programming model is extensible in theof a message, and if F2 is triggered by a C event (condition:
sense that filters may be installed or uninstalled at run-time.m has arrived, F2 mayGET m This represents a more
Still, how filter applications should be programmed, in or- formal interpretation of the three generic event types.
der to be extensible in desirable way, is another problem.
The trivial solution to extensibility is for the user to imple- 4.2 General Push Communication
ment all his functionality in one huge filter (possibly trig-
gered by a multitude of events). Changing some part of the The general structure is designed for a push-based perva-
functionality then means uninstalling, reimplementing and sive infrastructure. Based on a general discussion of push-
reinstalling the entire filter. This might be less desirable, es- based communication, three general design principles are
pecially if updates are small and frequent. Instead, the ideaproposed for push-based applications. The derivation of the
is to split the logic of the huge filter into smaller filters and general structure has been motivated by these principles.

Figure 8. Three alternatives for filter commu-
nication.



This discussion of push-based communication is cen-mechanism that gives it absolute control over the incoming
tered around a simple model illustrated by Figure 9. Two pushed information. This control mechanism must be sim-
servers, aourceand asinkengage in a push-based conver- ple, expressive and extensible. We approach this problem
sation. The source publishes information, and at least soméby suggesting that the sink also is programmable. In the
part of that information is relevant to the sink. The goal terminology of the general structure, this means that server-
(possibly shared by both parties) is that the source pushedevel extensibility is required for the sink.
all the relevant information to the sink, and nothing but the  Another reason relates to the problem of information

relevant information. In order to reach theseall andpre- overflow. When the publishing of information is automated

cisiongoals, several problems must be addressed. at the source, this introduces an imbalance if receiving
pushed information must be handled manually. A conse-

4.2.1 Principle 1 guence of this may be push-slavery, where the user is forced

_ _ _ _ o _ to react to every received push. Allowing the user to pro-
The first problem is how sinks may define their information gram the receipt of pushed information at his computing de-
interests. In order for the source to push relevant informa-yjce, may ease this problem. For example, not all received
tion to the smK it must ha\{e prior knovyledge of sink inter- jnformation may require the immediate attention of the user.
ests. The main idea of this paper defines our approach t@nly the most important information should be pushed on
this problem. We want the sink fwrogramthe source, us- g for instance, a screen or a loudspeaker.
ing our filter programming model. This way, the sink gets  sing our filter programming model makes it easy to de-
the expressiveness needed to define its interests accuratelfine yseful receive-filters. Imagine, for instance, a parame-
It also gets the extensibility needed to change interests fre+erizable filter that drops a certain percentage of the incom-
quently. In addition, the sink has a way of specifyinen  jng messages. If this filter is updated usingcume slide

a push is appropriate. Translating this to the terminology par, then the user may tune real-time the amount of pushes
of the general structure means that application level exten-recejved at a given channel.

sibility for individual users, is required for the source.

] o Design principle 2 A sink should be programmable (exten-
Design principle 1 A source should be programmable (ex- sible).

tensible).
4.2.3 Principle 3
SERVER The third design principle comes from the observation that
SOURCE ; ;
APPLICATION source and sink roles may change frequently in a push-
009 ¢ based application. For instance, a server may act both as
— sink and source simply by republishing some of the infor-
mation that it receives. This applies for end-users as well.
PUSH For this reason we suggest that a server is programmable
both as a sink and a source, and that these filter envi-
v ronments are stacked so that received pushes may subse-
“00° qguently be republished to other users. In the terminology of
SINK SERVER the general structure, this means that both server-level and
APPLICATION application-level extensibility are necessary for push-based
servers.
. . Design principle 3 A server should have both source and
Figure 9. General model of push communica- sink capabilities.
tion.

4.3 Generality of Structure

This paper claims generality for the structure presented.
The following arguments support that position. First, the
A second problem is that of protecting a sink frorapgam- structure is applicable for both extremes of push-based
mingsource, or from information overflow. First, given that communication, the information source and the informa-
a sink has successfully programmed its information inter- tion sink. Second, the structure is applicable for all types
ests with the source, there is no guarantee that these interef computers participating in a pervasive computing infras-
ests will be respected. The sink needs a receive-side filtertructure, ranging from light handheld devices to clusters of

4.2.2 Principle 2



heavy back-bone servers. Only the implementation of thetensibility and structural issues of a push based Web.
structure will differ. Third, the structure may host different Finally, recent programming languages provide mecha-
types of push-based applications. Applications vary with nisms for extensibility at run-time. This includes, for in-
respect to communication semantics such as guaranteed destance, Java and its reflection mechanism. We do not de-
livery (high recall) or heavy filtering (high precision). They velop a new programming language for this type of comput-
also differ with respect to push-policies likargetedpush ing, but have the pragmatic approach that filters should be
or solicited push. We find that all these variations may be implemented in one of the existing programming languages
implemented in our structure by partitioning the filters, be- best solving the concrete application problem.

tween the server part and the application part of the struc-

ture. Finally, pull-based communication may also be im- g Concluding Remarks

plemented using this structure. A request-reply protocol
is achieved by pushing requests to the server-part, and re-
ceiving replies (as pushes) from the application-part. The
functionality invoked by these requests may then easily be
extended by individual users.

Extensibility is a fundamental principle in distributed
computing. This paper presented an approach to server ex-
tensibility in a push-based and highly personalized perva-
sive computing infrastructure. We have derived a general
structure for this kind of servers.
5 Related Work The structure supports application-level extensibility, by
allowing individual users to install personal information fil-
WAIF leverages ideas, concepts, and techniques fromters. These filters implement the interest of users by push-
several research areas. Most notably is work in pervasiveing relevant and context-aware information. We propose an
computing based on the seminal work by Mark Weiser [16]. €asy-to-use filter programming model, where users bind the
A large body of work in, for instance, ad hoc networking, €xecution of personal information filters to personal (real-
wireless computing, handheld and wearable computing, andife) events. Access to traditional programming language
human-computer interaction are being done in this contextconstructs gives users the expressiveness needed to explic-
[14]. WAIF fits into this large body of work by focussing itly and accurately define interests. Three generic event-
on event-oriented operating system and Web server imple-types are suggested for the programming of personal events;
mentations, overlay distribution networks, mobile code, and time-eventsin-eventsandcondition-events
non-functional aspects like, for instance, fault-tolerance and  The server-level extensibility of the structure, is moti-
security for this type of computing. vated by general design principles of push-based commu-
Extensibility has been applied to computer systems for Nication. Problems related to spam and information over-
many years. Extensible Operating Systems and activeload limit the applicability of push-based technologies. We
networks contain a body of related work. For instance, suggest a programmable approach to protection of servers
SPIN [2], VINO [15], and Exo-kernel [6] demonstrate how (and users). Server-level extensibility allows a user (admin-
to dynamically extend operating systems at run-time. A sys- istrator) to install personalized receive-side filters. In addi-
tem like STP [13] uses un-trusted mobile code to upgradetion, services provided for the application-level filter envi-
communicating end-hosts at the transport level. A key dif- ronment, need also be programmable. Our filter program-
ference with WAIF, though, is that we extend user space Ming model is applicable in both cases.
Web servers at run time, not in-kernel or protocol function-
ality. This is similar to how Web services in, for instance, 6.1 Acknowledgements
Microsoft .NET can be used, where Internet services can be
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